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Abstract 

The Microsoft® Windows® 2000 operating system provides a very rich administrative model for 
managing user accounts. In a corporate environment with relatively few threats, the user 
account/password model works very well. However, the situation changes on the Internet. The Internet 
is a very hostile environment and user ID/password attacks that are impractical in a corporation are 
possible. Certificate mapping provides an elegant solution to this situation by using public-key 
technology that is much harder to attack than password-based systems. In Windows 2000, it is 
possible to map a certificate that has been issued to a user to the user’s account. A server application 
can then use public-key technology to authenticate the user through this certificate. If the user is 
authenticated, the user’s account is logged on. The result is the same as if user had provided a user ID 
and password; yet the process is much more secure. This walkthrough demonstrates how to map 
public-key certificates to a Windows 2000 user account so that it can be used with Internet Information 
Server (IIS). 
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Traditionally, computer systems have used a centralized accounts database to 
manage users, their privileges, and their access controls. This technique has 
worked well and is well understood. However, as systems become more and more 
distributed— with hundreds of thousands to millions of users— this form of 
centralized control becomes unwieldy. The problems range from trying to verify an 
account against a database located across the Internet, to administering a lengthy 
list of users. 

Public key certificates have the potential to help simplify these problems. 
Certificates can be widely distributed, issued by numerous parties, and verified by 
examining the certificate without having to refer to a centralized database. However, 
existing operating systems and administration tools can only deal with accounts, not 
certificates. The simple solution— one that maintains the advantages of both 
certificates and user accounts— is to create an association (or mapping) between a 
certificate and a user account. This allows the operating system to continue using 
accounts while the larger system and the user use certificates. 

In this model, a user presents a certificate, and the system looks at the mapping to 
determine which user account should be logged on. This should not be confused 
with smart card logons. Microsoft® Windows® 2000 supports smart card logon, and 
that mapping is implicit. For more information, see the Windows 2000 Beta 3 
walkthrough on smart card logon. 

Mapping a certificate to a Windows 2000 user can be done either by the 
Windows 2000 Active Directory™  directory service or with rules defined in 
Microsoft 2000 Internet Information Service (IIS). This walkthrough will help you 
map public key certificates to a specific Windows 2000 user account. The certificate 
can then be used to authenticate the user with a Windows 2000 computer running 
Internet Information Service. 

 

INTRODUCTION 
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In most cases, a certificate is mapped to a user account in one of two ways: a single 
certificate is mapped to a single user account (one-to-one mapping), or multiple 
certificates are mapped to one user account (many-to-one mapping). 

User Principal Name Mapping 
User principle name mapping is a special case of one-to-one mapping. User 
principal name mapping is only available through the Active Directory. Enterprise 
certificate authorities (CAs) place an entry, called a UPN, into each certificate. The 
UPN looks very much like an e-mail name. The UPN is unique within a 
Windows 2000 domain. The UPN is used to find the user’s account in the Active 
Directory, and that account is logged on. UPN mappings are implicit in Windows 
2000, and this is the method used by smart card logon. See the next section on 
Active Directory mapping for more details. 

One to One 
One-to-one mapping is the mapping of a single user certificate to a single 
Windows 2000 user account. For example, assume that you want to provide a Web 
page to your employees that will allow them to view and modify their deductions, 
manage their health care, and a number of other benefits options. You want this 
page to work over the Internet, and you need it to be secure. As a solution, you 
decide to use Windows 2000, certificates, and certificate mapping. You can either 
issue certificates to each of your employees from your own certificate service, or 
you can have your employees obtain certificates from a CA approved by your 
company. You then take these user certificates and map them to the employees’ 
Windows 2000 user accounts. This allows a user to connect to the Web page, using 
the Secure Socket Layer (SSL) from anywhere by providing his or her client 
certificate. The user logs on using his or her own user account, and normal access 
controls can be applied. 

Many to One 
Many-to-one mapping is the mapping of many certificates to a single user account. 
For example, assume that you have a partnership with an agency that provides 
temporary workers for your job openings. You would like to allow the agency 
personnel to view Web pages describing current job openings that are otherwise 
accessible only to company employees. The agency has its own CA that it uses to 
issue a certificate to its employees. After installing the agency CA’s root certificate 
as a trusted root in your enterprise, you can set a rule that maps all certificates 
issued by that CA to map to a single Windows 2000 account. You then set access 
rights so that this account can access the Web page. Typically, you give the user 
account the same name as the agency. 

TYPES OF MAPPING 
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When temporary employees from the agency connect to the agency’s Web server 
and provide their certificates, they are mapped to the same account and can access 
the Web page. However they cannot view other pages since the account does not 
have permissions to anything else. This is nice from an administrative viewpoint 
because the agency can now issue certificates and manage its users without 
requiring further intervention on your part. 
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With IIS in Windows 2000, the certificate mapping can take place in one of two 
places. Either IIS or the Active Directory can map the certificate to a Windows 2000 
user. 

IIS 
When IIS does the mapping, the certificate is compared to a list of rules that IIS 
maintains in its metabase. IIS finds a rule that matches the indicated Windows 2000 
account. IIS mapping is configured for each Web server and is useful if you need 
very few mappings or a different mapping on each Web server. Most customers will 
prefer to use the Active Directory mapping since it requires less administration. 

Active Directory 
In Active Directory mapping, when the IIS server receives a certificate from the 
user, it passes it on to the Active Directory, which maps it to a Windows 2000 user 
account. The IIS server then logs this account on. 

Active directory mapping is most useful when the account mappings are the same 
on all IIS servers. Administration is simplified since the mapping is done in only one 
place. 

Mapping in the active directory can happen in one of two ways. The administrator 
can explicitly map a certificate to a users account. This certificate can come from 
any source, as long as the root CA for that certificate is trusted for client 
authentication. 

UPN mapping can also be used. A UPN is automatically put into a certificate issued 
by an enterprise CA. If a certificate is passed to the Active Directory for mapping, it 
is first examined for UPN mapping. Only if UPN mapping is not possible is the 
mapping set by the administrator used. 

UPNs are in the form of userid@domain. If the certificate contains a UPN, the 
domain is within the hierarchy of the directory, and the CA that issued the certificate 
is trusted to put UPNs in the certificate, the user’s account is retrieved from the 
directory and logged on. All these conditions must be true before the user’s account 
is retrieved. If any of these conditions is false, the directory is searched for a 
mapping set by the administrator. 

 

WHERE MAPPING 
OCCURS 
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Prior to using this walkthrough, see the release notes for information that may have 
changed since this paper was written. 

This walkthrough requires the following: 

• Windows 2000 Beta 3 RC0 or later.  
• A trusted certificate authority 
• A user certificate service or certificates issued by a trusted CA 
• A Windows 2000 Active Directory 
• Internet Information Service 
• Administrative permissions 
 

REQUIREMENTS 
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Requesting a User Certificate 
For this walkthrough you will need to request a user certificate. If you wish to use 
UPN mapping, you should get a certificate from an enterprise CA in your domain. 
However, for all other mapping methods, you should use a certificate from a CA that 
is not in your enterprise. This ensures that UPN mapping is not occurring when you 
test the mapping at the end of this walkthrough. For more details, see the 
walkthrough documents entitled Administering Certificate Services and Certificate 
Services Web Pages. A brief description is provided below.  

You can request a certificate in one of two ways: 

• Use Internet Explorer to connect to a Web enrollment page. An enrollment 
page is provided with Windows 2000 Certificate Services and is installed on the 
same computer as the Certificate Service. To use these to request a certificate, 
connect to http://servername/CertSrv, and follow the directions. If you are using 
an enterprise CA, these pages require authentication, and you must select a 
template type to request a valid template. Typically, this will be a user template. 
You can also use Internet Explorer to request a certificate form a third-party 
commercial CA. Trusted root certificates are included in Windows 2000 for a 
number of these commercial CAs. 

• Use the Certificate Manager snap-in to request a certificate from Microsoft 
Certificate Service. These procedures are described next. 

To use Certificate Manager to request a certificate 

1. Open the Microsoft Management Console (MMC). 

2. Click Console, and then click Add/Remove Snap-in. 

3. Click Add. 

4. Click Certificate Manager, and click Add. 

5. Select My user account, and click Close. 

6. Click Close to close the Add/Remove snap-in. 

7. Expand Certificates and User to open the certificate folder. 

8. Select from the View\Options menu. 

9. Check the Logical Certificate Stores, and click OK. 

10. Expand Personal to open the folder. If you already have a certificate, you will 
have a certificates subfolder; otherwise, the folder will be empty. 

11. Right-click Personal. 

12. Select All Tasks. 

13. Select Request New Certificate. 

14. Follow the instructions to get a user certificate.  

GETTING THE USER 
CERTIFICATE 
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Exporting the Certificate 
Once you have the certificate, you need to export it for use in later steps.  

To export your certificate 

1. Open MMC. 

2. Click Console, and then click Add/Remove Snap-in. 

3. Click Add. 

4. Click Certificates, and click Add. 

5. Select My user account, and click Finish. 

6. Click Close to close the Add/Remove snap-in. 

7. Double-click Certificates and User to open the certificate folder. 

8. Select from the menu View\Options menu. 

9. Check the Logical Certificate Stores, and click OK. 

10. Double-click Personal. If there is no certificates subfolder, you do not have a 
certificate and must request one. See the previous procedure. 

11. Open the Certificates subfolder. 

12. Right-click a certificate issued to your account. Do not select a file recovery 
certificate. 

13. Select AllTask, and then click Export. 

14. Click Next. 

15. Verify that Do not export the private key is selected, and click Next. 

16. Select Base 64 encode x.509, and click Next. 

17. Type a file name, and click Next. 

18. Click Finish. 

 



 

8     Microsoft Windows 2000 Beta 3 Technical Walkthrough  

If you are using an enterprise CA in your domain, skip this section because the root 
certificate is trusted by your system. 

If you are using some other CA, install the root CA and all intermediate roots into 
the machine store of the Web server. This is necessary so that the web server can 
verify the client certificate that you requested above. 

Retrieve the CA certificate. If the CA is a Windows 2000 Certificate Service, you can 
retrieve the CA’s certificate from the CA Web pages. See the walkthrough entitled 
Certificate Services Web Pages. 

To install the CA certificates 

1. Make sure you are logged on as an administrator. 

2. Open the CA certificate by double-clicking the certificate file. 

 
Figure 1. Certificate information 

INSTALLING CA 
CERTIFICATES 
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3. Click the Install Certificate button. 

 
Figure 2. Certificate Manager Import Wizard 

4.  Click Next. 

 
Figure 3. Selecting a certificate store 
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5. Select Place all certificates into the following store; then select Browse. If 
you use the automatic option, the CA certificates are placed in the user store, 
rather than the machine store. If this happens, you can use the Certificate 
Manager snap-in and drag the roots from one store to the other. 

 
Figure 4. Certificate Manager snap-in  

6. Check Show Physical Stores. 

7. Expand the Trusted Root Certification Authorities or the Intermediate 
Certification Authorities depending on what type of CA certificate you are 
installing. 

8. Select Local Computer, and click OK. 

9. Click Next. 
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Figure 5. Completing the Certificate Manager Import Wizard 

10. Click Finish. 

 
Figure 6. Warning that you are adding a root 

11. A warning will appear that you are adding a root. Click Yes. 

 
Figure 7. Successful completion 

12. Click OK. 

Repeat these steps for each CA certificate.  



 

12     Microsoft Windows 2000 Beta 3 Technical Walkthrough  

If you have only one CA, you will have only a root certificate. Some user certificates 
that you receive from third-party CAs will be in a hierarchy in which there is a root 
CA and multiple intermediates above the user certificate. 
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In this section, you configure IIS to do mapping. 

Active Directory Mapping 
Skip this section if you do not want to use Active Directory mapping. 

To configure Active Directory mapping 

1. Open the IIS snap-in, and right-click the server name in which IIS is running. 
Select Properties. 

 
Figure 8. Viewing server properties 

PREPARING IIS FOR 
MAPPING 
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2. Click the Edit button in the Master Properties section. 

 
Figure 9. Editing properties 
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3. Check the Enable the Windows directory service mapper checkbox. This 
option tells IIS that when you set a Web site to do mapping, it should really do 
Active Directory mapping. If this setting is unchecked, IIS does the mapping. 
Click OK.  

 
Figure 10. Enabling the directory to do mapping 
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Configuring SSL 
The next step is to configure a site to use SSL. You must do this for both Active 
Directory and IIS mapping. 

To configure the site to use SSL 

1. In the IIS MMC snap-in, right-click the Default Web Site and select Properties. 

 
Figure 11. Selecting Web site properties  
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2. Click the Directory Security tab. 

 
Figure 12. Default Web site properties page  

Notice that the Edit button under Secure communications is unavailable. This is 
the case until you request a Web server certificate.  
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3. Click the Server Certificate button. 

 
Figure 13. Web Server Certificate Wizard  

4. Click Next. 

 
Figure 14. Selecting the method for assigning a certificate 
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5. Select Create a New certificate, and click Next. You will see a different dialog 
box if IIS already has a certificate. 

6. Select Send the request immediately to an online certification authority. 
(This assumes that you have an enterprise CA in your domain that is configure 
to issue Web certificates. See the Casetup.doc walkthrough for details on 
setting up the an enterprise CA.)  

 
Figure 15. Requesting immediate certificate delivery  

7. Click Next. 
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Figure 16. Name and security settings 

8. Click Next. You should not change any of these options. 

 
Figure 17. Entering organization information 

9. Enter your information, and click Next. 
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Figure 18. Entering your server name 

10. Type your server name in the browser. It can be either the DNS name, the 
NetBIOS name, or the word LOCALHOST. Enter your choice, and click Next. 

 
Figure 19. Entering geographical information 

11. Enter your information, and click Next. 
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Figure 20. Choosing a certificate authority  

12. If you have an enterprise CA in your domain from which you are allowed to 
request Web server certificates, you will see them listed here. If there is no CA, 
it is not configured to issue Web server certificates, or you do not have 
permission to request a Web server certificate, this list will be empty. Make your 
selection, and click Next. 
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Figure 21. Verifying your choices  

13. Click Next. 

 
Figure 22. Successful completion 

14. Click Finish. The server now has a server certificate. 
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Figure 23. Secure communications with Edit button enabled 

15. You will notice the Edit button under Secure communication is now enabled. 
Click the Edit button. 
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Figure 24. Configuring the site for SSL and account mapping  

16. You can now use this dialog box to configure the site to do SSL and account 
mapping. You must check the Enable client certificate mapping for both IIS 
and Active Directory mapping. Select either Accept client certificates or 
Require client certificates. The Accept client certificates setting requires 
negotiation of client certificate authentication with the browser. If it fails, it falls 
back to one of the standard authentication protocols. If you select Require 
client certificates, you must also check the Require secure channel 
checkbox. No fallback is allowed to another authentication method. Requiring 
secure channel means that the Web site will not be viewable through HTTP, 
only through HTTPS. You should not check the Enable certificate trust list for 
this walkthrough. See the section, “Known Issues,” for a note on 128-bit 
encryption. 

Mapping User Accounts 
If you are doing Active Directory mapping, skip this section. 
If you want to do IIS mapping, first be sure that you turn off Active Directory 
mapping. IIS is now ready to do certificate mapping. 
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This section covers one-to-one mapping, first in the Active Directory and then with 
IIS. 

Using the Active Directory for One-to-One Mapping 
If you have set IIS to do directory mapping by following the instructions above, IIS 
automatically does UPN mapping for certificates from a trusted enterprise CA. You 
can go to the section, "Testing the Mapping,” below, to see UPN mapping. The 
default administrator account does not have a UPN and does not map. You must 
create a new account and use its certificate to see UPN mapping. 

To configure Active Directory one-to-one mapping  

1. Open the Active Directory Users and Computers snap-in. 

 
Figure 25. Active Directory Users and Computers snap-in  

2. Right-click the snap-in, select View, and then select Advanced Features. 

ONE-TO-ONE MAPPING  
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Figure 26. Selecting name mappings  

3. Right-click the Administrator account. Select Name Mappings.  
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Figure 27. Adding a user certificate  

4. Click the Add button. Select the user certificate from the .cer file saved in the 
Exporting a certificate section. 

 
Figure 28. The Add Certificate dialog box  
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5. If you leave both Use Issuer for alternate security identity and Use Subject 
for alternate security identity checked, you will be doing one-to-one mapping. 
By unchecking either, you will be doing many-to-one mapping. Click OK. 

6. Go to the section, “Testing the Mapping,” later in this paper to verify that this 
works. 

Using IIS for One-to-One Mapping 
Instead of using the Active Directory as in the previous section, you can use IIS to 
do all the mappings. To configure IIS one-to-one mapping, first be sure that Active 
Directory mapping is turned off.  

This is done by returning to the master property page and unchecking Active 
Directory mapping. 

 
Figure 29. Secure Communications dialog box 

To configure IIS one-to-one mapping 

1. From the Secure Communications dialog box in the IIS snap-in, click the Edit 
button. 
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Figure 30. Adding a one-to-one mapping  

2. On the 1-to-1 tab, click Add. 

 
Figure 31. Selecting the user’s certificate  

3. Select the user’s certificate. For IIS, this certificate must be base-64 encoded 
and cannot be a binary certificate. The dialog box above shows two certificates: 
Rudyb64 and RudyDer. IIS can only process Rudyb64, even though Windows 
2000 works with both. 
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Figure 32. Completing the mapping 

4. Click the Browse button to select the Administrator account. Click OK after 
entering the password. 

5. Click OK to exit the IIS snap-in and apply the mapping. 

IIS one-to-one mapping is now configured. You can go to the section “Testing the 
Mapping” section at the end of this paper to see this mapping work. 
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In the previous two sections, you used one-to-one mapping. You will now configure 
many-to-one mapping in which many users (certificates) are mapped to a single 
Windows 2000 user account. 

Using the Active Directory for Many-to-One Mapping 
Repeat the steps you did for Active Directory in the one-to-one mapping section 
until you reach the dialog box below. Remember to enable Active Directory mapping 
if you disabled it in the previous section. 

 
Figure 33. The Add Certificate dialog box  

On this dialog box, uncheck Use Subject for alternate security identity, and click 
OK. You have now configured the Active Directory to map all certificates from the 
issuing CA to the Administrator account.  

You can again go to the Testing the Mapping section and see that any certificate 
issued by this CA works to access the server. 

MANY-TO-ONE MAPPING 
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Using IIS for Many-to-One Mapping 
To configure IIS many-to-one mapping, be sure that directory mapping is turned off. 

 
Figure 34, Secure Communications dialog box   

To configure IIS many-to-one mapping 

1. From the Secure Communications dialog box in the IIS snap-in, click the Edit 
button under Enable client certificate mapping. 
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Figure 35. The Many-to-1 tab 

2.  Click the Many-to-1 tab. Click Add. 

 
Figure 36. Wildcard Rule dialog box  

3. Click Next. 
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Figure 37. Creating new matching rules  

4.  Click New. 

 
Figure 38. Entering your matching rules 

5. You can enter as many fields as you wish to this rule. However, for this 
walkthrough, use only one. In the dialog box in Figure 38, specify that the CN in 
the Issuer name is equal to SecTestCA2. This means that all certificates issued 
by this CA will be mapped. Enter this information into your dialog box. Replace 
the Criteria with the value in your certificate. Click OK. 

See the section, “Known Issues,” below for a note on strings containing 
Unicode. All strings containing Unicode currently fail to map using IIS mapping. 
This includes all fields that contain the @ symbol. Select fields that contain only 
printable strings. 
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Figure 39. Selecting the account  

6. Click the Browse button to select the administrators account. Click Finish. 

IIS is now configured to do many-to-one mapping. You can again go to the Testing 
the Mapping section to see this in action. 
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This section allows you to test the mappings that you have made. 

Setting Up a Web Page 
Typically, all the default Web pages that are installed with Windows 2000 are set so 
that any user can access the pages. To see certificate mapping in action, you must 
create a page that can be accessed only if mapping is occurring. The following two 
steps create a file and configure the access rights so that only a mapped user can 
access it. This file is used to verify that mapping is occurring. 

Creating a Restricted File 
First, create a file that can only be accessed by the Administrator account. This can 
by any type of file: .htm, .asp, .gif, .jpeg, and so on. For this test, use a .gif file. 

To create a restricted file 

1. Go to the Inetpub\Wwwroot directory with Windows Explorer. 

2. Copy the file Windows2000.gif to Admin.gif. 

3. Right-click on Admin.gif, and select Properties. 

4. Click the Security tab. 

5. Uncheck the Allow inheritable permissions at the bottom of the dialog box. 

6. Remove all users and groups from this file. 

7. Add back the Administrator account with Full control 

8. Click OK. 

This file can now be accessed only by the Administrator account. 

Turning Off Authentication 
When IIS accesses a file, it impersonates a user so that the system uses the 
authenticated user’s access rights. You need to ensure that the authentication 
happened using certificate mapping, rather than some other method. 

To configure IIS so that no other form of authentication is possible for this file 

1. Go to the IIS MMC snap-in. 

2. Open Default web site. 

3. In the right window, click on the file Admin.gif. 

4. Select Properties. 

TESTING THE MAPPING 
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Figure 40. The Directory Security tab 

5. Select the Directory Security tab 

6. Click Edit under Anonymous access and authentication control. 
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Figure 41. Authentication Methods dialog box  

7. Uncheck all options. (You can leave anonymous access if you want.) 

Go back to Internet Explorer, and try to access the page. If you succeed, the user 
has been authenticated using the mapping. 

Connecting a Web Page 
The next step is to connect to this file and verify that the mapping is working. 

To connect to the file 

1. From the Start menu, select Run and type https://servername/admin.gif where 
servername is the name of the Web server. If you are testing this on the Web 
server use LOCALHOST instead of the server name. 

  
Figure 42. Security warning  
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2. Internet Explorer will probably display this warning that you are about to use 
SSL. Click OK. 

 
Figure 43. Nonmatching name warning 

3. You will see this message if you used LOCALHOST to connect. Internet 
Explorer is warning you that the server certificate does not match the name that 
you typed. Click Yes. 

 
Figure 44. Client identification  
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4. You should next see a selection of certificates. Select the certificate that you 
used in the mapping, and click OK. You should be doing this test from the 
computer on which you installed the certificate originally. Each certificate has a 
corresponding private key that is stored only on the computer on which you 
made the original user certificate request. For more information, see the 
Windows 2000 documentation. 

 
Figure 45. Opening the file 

If the mapping worked you should see the .gif file. 

If you see an error, there are a number of possible reasons: 

• An access denied message indicates that you are successfully authenticating 
but that you do not have permissions to access the file. Check the permission 
on the file to see which account your certificate maps to. 

• A certificate revoked message usually indicates that the certificate has been 
revoked or that IIS was unable to retrieve a certificate revocation list (CRL). 
You may need to install the CRL. 

• A certificate is not trusted or is invalid message usually means that you have 
not installed the roots into the computer’s trusted root store on the Web server. 
A common mistake is to install the roots into the user’s trusted root store. 

The error messages are usually quite descriptive. The release notes are another 
good place to look for information. 
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The following sections cover known issues as of Beta 3. 

Importing Certificates into IIS 
IIS mapping code allows you to import only base-64 encoded certificate files. The 
file starts with Begin Certificate and ends with End Certificate. 

Online Enrollment to Some CAs 
Online enrollment can be done only to an enterprise CA. If the local CA is not an 
enterprise CA, you must create the certificate request to a file and process the 
request through the certificate server Web pages. Of course, if the CA is an external 
CA (such as VeriSign), you must do this anyway. 

Requiring 128-bit Encryption 
IIS does not generate a warning if you select 128-bit encryption even if the OS 
cannot provide that level of encryption. 

Mapping Certificates with Unicode RDNs 
If you are trying to do a many-to-one mapping in which one of the parts of the name 
you are mapping is encoded using Unicode, IIS mapping does not work. The typical 
case is an e-mail name, since the @ symbol forces the string to be stored as 
Unicode. Active Directory many-to-one mapping does not have this problem. 

Misleading Revoked Certificate Error 
IIS by default attempts to check the revocation status of a certificate. IIS indicates 
that a certificate is revoked even though the certificate is still valid if it cannot 
retrieve the CRL for that certificate. Ensure that the correct revocation list is 
installed in the machine store under Enterprise/Certificate Revocation Lists. 

KNOWN ISSUES 
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For the latest information on Microsoft Windows 2000 network operating system, 
visit our World Wide Web site at http://www.microsoft.com/windows/server/ and the 
Windows NT Server Forum on the Microsoft Network (GO WORD: MSNTS). 

For the latest information on the Windows 2000 Beta 3, visit the Web site at 
http://ntbeta.microsoft.com 

Before You Call for Support 
Please keep in mind that Microsoft does not support these walkthroughs. The 
purpose of the walkthroughs is to facilitate your initial evaluation of the Microsoft 
Windows 2000 features. For this reason, Microsoft cannot respond to questions you 
might have regarding specific steps and instructions. 

Reporting Problems 
Problems with Microsoft Windows 2000 Beta 3 should be reported through the 
appropriate bug-reporting channel and alias. Be sure to adequately describe the 
problem so that the testers and developers can reproduce it and fix it. See the 
Release Notes included on the Windows 2000 Beta 3 distribution media for some of 
the known issues. 
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